Bulletin #01 January 2007

Safe & Secure
the Saddleback Mountain Neighborhood Watch Bulletin

“Awareness and Knowledge are the First Steps to Safe and Secure Living and Action is the Last.”

This bulletin was instituted by the Saddleback Mountain Neighborhood Watch (SMNW) and is dedicated to keeping those of our community safe and crime free. Bob Seavey is the SMNW captain and author/editor. Note: Blue underlined text is hyperlinked to the associated website. Place your cursor on it and left click or control + click to open the link. 
Your computer is becoming an increasing source of security threats in your home and at work. There are new and innovative threats arising on a daily basis. They invade our privacy, steal our identity, and can even threaten our safety and that of our children. It is possible to have every key stroke you make read by someone hacking into you computer. You can even have your computer hijacked by another computer on the other side of the planet. With this being the case it is important to be aware of the various threats and understand how they work. This will be the first article on this subject and we will have future ones to aid you in protecting yourself from cyber threats.
Cyber Security #1
Attacks Against Your Personal Computer (PC) and You!
There are a number of methods used to attack your PC and privacy when you are connected to the internet. In this article we will address a few of them; Phishing, Pharming, Crimeware, and Spyware and how you can counter them. 
Note the following  information was taken from the  Symantec website  COPYRIGHT NOTICE 
© 1995-2006 Symantec Corporation, 20330 Stevens Creek Boulevard, Cupertino, CA 95014 USA. All rights reserved. (This information is being used for informational purposes only.)
Phishing   

Introduction 

Phishing is essentially an online con game, and phishers are just tech-savvy con artists and identity thieves. They use spam, fake Web sites, and other Internet technologies to trick people into divulging sensitive financial information. Unfortunately, the incidence of phishing fraud is growing exponentially. 

What is phishing? 

In a typical phishing scam, phishers send out mass emails, which appear to come from a legitimate online vendor or financial institution. Emails usually contain an urgent message, baiting unsuspecting individuals into submitting sensitive data. Often the messages direct recipients to a fake Web site where the phisher attempts to collect information.

Phishers have begun to use more sophisticated devices: 

· pop-up windows containing misleading messages 

· URL "masks" that simulate real Web addresses  
· keystroke loggers that capture account names and passwords 
To protect yourself against phishing, follow these basic guidelines: 

· Be extremely wary of emails asking for confidential information—especially of a financial nature. Financial institutions and other responsible companies do not request sensitive information via email. If you receive this kind of request, report it to the company. 

· Don’t let them pressure you into providing sensitive information. Phishers like to employ scare tactics. They may threaten to disable an account or delay services until you update certain information, but don't be fooled. Instead, contact the merchant directly to confirm the request’s authenticity. 

· Watch out for generic-looking requests for information. Fraudulent emails are often not personalized. Meanwhile, emails from your bank or ISP often reference your business or your account. Again, confirm the authenticity of any suspicious request. 

· Never submit confidential information via forms embedded within email messages. 

· If you need to submit corporate credit card numbers or other confidential information over the Internet, make sure the site is secure. To confirm you're on a secure Web server, check the Web address. It should begin with "https://" rather than "http://". 

· Regularly check your bank, credit, and debit card statements to ensure that all transactions are legitimate. If anything is suspicious, contact your bank and all card issuers. 

· For additional advice, visit the Anti-Phishing Workgroup. 
Conclusion 

Phishers trick people into divulging sensitive financial information. Now is the time to learn to spot a phishing attack. 

What is Pharming?

Pharming (pronounced “farming”) is another form of online fraud, very similar to its cousin phishing. Pharmers rely upon the same bogus Web sites and theft of confidential information to perpetrate online scams, but are more difficult to detect in many ways because they are not reliant upon the victim accepting a “bait” message. Instead of relying completely on users clicking on an enticing link in fake email messages, pharming instead re-directs victims to the bogus Web site even if they type the right Web address of their bank or other online service into their Web browser.

Pharmers re-direct their victims using one of several ploys. The first method – the one that earned pharming its name – is actually an old attack called DNS cache poisoning. DNS cache poisoning is an attack on the Internet naming system that allows users to enter in meaningful names for Web sites (www.mybank.com) rather than a difficult to remember series of numbers (192.168.1.1). The naming system relies upon DNS servers to handle the conversion of the letter-based Web site names, which are easily recalled by people, into the machine-understandable digits that whisk users to the Web site of their choice. When a pharmer mounts a successful DNS cache poisoning attack, they are effectively changing the rules of how traffic flows for an entire section of the Internet! The potential widespread impact of pharmers routing a vast number of unsuspecting victims to a series of bogus, hostile Web sites is how these fraudsters earned their namesake. Phishers drop a couple lines in the water and wait to see who will take the bait. Pharmers are more like cybercriminals harvesting the Internet at a scale larger than anything seen before.
Pharming example

One of the first known pharming attacks was conducted in early 2005. Instead of taking advantage of a software flaw, the attacker appears to have duped the personnel at an Internet Service Provider into entering the transfer of location from one place to another. Once the original address was moved to the new address, the attacker had effectively “hijacked” the Web site and made the genuine site impossible to reach, embarrassing the victim company and impacting its business. A pharming attack that took place weeks after this incident had more ominous consequences. Using a software flaw as their foothold, pharmers swapped out hundreds of legitimate domain names for those of hostile, bogus Web sites. There were three waves of attacks, two of which attempted to load spyware and adware onto victim machines and the third that appeared to be an attempt to drive users to a Web site selling pills that are often sold through spam email.

What is Crimeware?

The software tools used in cybercrime is sometimes referred to as crimeware. Crimeware is software that is:

· used in the commission of the criminal act 

· not generally regarded as a desirable software or hardware application 

· not involuntarily enabling the crime 

Like cybercrime itself, the term crimeware covers a wide range of different malicious or potentially malicious software. 

However, it is important to remember that not all software used in the commission of a computer-based or computer-facilitated crime can be defined as crimeware. For example, while IM* client may be used in the commission of a cybercrime1, the instant messaging application software itself is not considered crimeware. FTP clients may be used in the commission of crimes2; however, they are not considered crimeware. Crimeware does, however, include programs which may be classified as bots, keystroke loggers, spyware, backdoors and Trojan horses.
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1 For example, child predators often use various IM clients to converse with their intended victims.

2 For example, FTP sites are sometimes set up to facilitate the distribution of pirated software.

*Note: IM is the acronym for instant messaging 
The following was taken from Wikipedia, the free encyclopedia  

What is Spyware?
Spyware is computer software that collects personal information about users without their informed consent. The term, coined in 1995 but not widely used for another five years, is often used interchangeably with adware and malware (software designed to infiltrate and damage a computer respectively).

Personal information is secretly recorded with a variety of techniques, including logging keystrokes, recording Internet web browsing history, and scanning documents on the computer's hard disk. Purposes range from overtly criminal (theft of passwords and financial details) to the merely annoying (recording Internet search history for targeted advertising, while consuming computer resources). Spyware may collect different types of information. Some variants attempt to track the websites a user visits and then send this information to an advertising agency. More malicious variants attempt to intercept passwords or credit card numbers as a user enters them into a web form or other applications.

The spread of spyware has led to the development of an entire anti-spyware industry. Its products remove or disable existing spyware on the computers they are installed on and prevent its installation. However, a number of companies have incorporated forms of spyware into their products. These programs are not considered malware, but are still spyware as they watch and observe for advertising purposes. It is debatable whether such 'legitimate' uses of adware/spyware are malware since the user often has no knowledge of these 'legitimate' programs being installed on his/her computer and is generally unaware that these programs are infringing on his/her privacy. In any case, these programs still use the resources of the host computer without permission.

In Part 2 we will talk about the software and hardware tools you can employ to protect yourself against Spyware and Adware. 
Be careful out there, you never know who or what will follow you home when you have been roaming around (surfing) the internet!
If you have any questions about classes or seminars on security, safety, personal protection, self-defense or firearms training feel free to call me.
Bob Seavey

(C) 321-591-8386

(H) 303-567-4121

If you have a subject that is associated with safety, security, or crime prevention that you would like addressed or that you have materials you would like to have considered for the bulletin please send them to me or call me. Thanks! 
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