Bulletin #02 February 2008

Safe & Secure
the Saddleback Mountain Neighborhood Watch Bulletin

“Awareness and Knowledge are the First Steps to Safe and Secure Living and Action is the Last.”

This bulletin was instituted by the Saddleback Mountain Neighborhood Watch (SMNW) and is dedicated to keeping those of our community safe and crime free. Bob Seavey is the SMNW captain and author/editor. Note: Blue underlined text is hyperlinked to the associated website. Place your cursor on it and left click or control + click to open the link. 
This month we are going to look at a security subject that covers not only your personal life but you business or corporate life as well. Not everything that the article contains may directly apply to your situation depending on the business you are in but you can apply much of it to your personal life and protect your privacy and your personal information from theft. Many of us travel for business or pleasure or both and when we do there are those around us who are fishing for information or intelligence if you like. This type of fishing is called “Social Engineering”.  Sometimes we naively give out information without thinking about the possible consequences. I am guilty and I am a security consultant. Talk to me privately some time and I’ll tell you a story of what happened to me. The following article comes from my companies Information Security publication called Peak Protection. I have deleted any direct links to my company. I hope you find this month’s installment educational and personally useful.  
Social Engineering
Social Engineering is when an attacker uses human interaction (social skills) to obtain or compromise information about an organization or its computer systems.

There are three basic paths where social engineering is practiced in the information security arena. 

· Phone calls that seem innocent but bleed over into questions aimed at collecting "inappropriate" information (vendor calling to see if you have any new requirements, help desk inquiries seeking quick response, etc.) 

· Personal contact – face to face conversations that begin to seek "inappropriate" information (industry conferences – conventions, dinner invitations, personal social situations) 

· Email – using deceitful emails which may include authentic looking, yet bogus websites to collect personal or corporate information – (Phishing and Spear Phishing) 

In the cases of direct personal contact, an attacker may seem unassuming and respectable, however, by asking questions, he or she may be able to piece together enough information to begin identifying key resources, building organizational structures, or uncover critical program information.  Social Engineering tactics used in email has the same information gathering goals but tries to do that by infiltrating an organization's network. If an attacker is not able to gather enough information from one source, he or she may contact another source within the same organization and rely on the information from the first source to add to his or her credibility. 

Why does it work?

Social Engineers say "If I can 'hack the human', I don’t have to wrestle with the control (ie hardware/software)." Social Engineers appeal to our good human nature to achieve their goals playing on our desire to be helpful yet not seem uncooperative and our desire to be knowledgeable yet not seem paranoid. 
How do you avoid being a victim? 

· Be aware of the fact that adversaries use social engineering tactics to attempt to obtain critical personal and company related information. 

· Be suspicious of unsolicited phone calls, visits, and social situations where individuals begin asking about employees or other internal company or program information. 

· If an unknown individual claims to be from a legitimate organization, try to verify his or her identity directly with the company. 

· Do not reveal personal or financial information in email, and do not respond to email solicitations for this information. This includes following links sent in email. 

Pay attention to the URL of a web site. Malicious web sites may look identical to a legitimate site, but the URL may use a variation in spelling or a different domain (e.g., .com vs. .net).  (See Phishing and Spear Phishing for more information) 

  

From the Editor's Laptop: Social Engineering and Corporate Sleuthing

Diane M.
Sr. Manager
ITG & CISO International
Recently CSO Magazine published an article on the types and number of guises used to capture a company's sensitive or competitive information. For those not familiar with CSO Magazine, it is a fairly new publication for information security executives. In this PeakProtection article I will cover some highlights associated with the risks and tricks a company may experience through social engineering and "corporate sleuthing" as articulated in CSO Magazine.

According to a survey done by the American Society of Industrial Security, consisting of information provided by 138 companies, "The loss of proprietary information, often in the form of research and development or financial data, cost them at least $53 billion in 2001 alone." Many of us are aware of social engineering attempts to obtain passwords. But how many of us are aware of some of the other ways of collecting competitive or sensitive information, some of which are very legal? 

Holding on to competitive or sensitive information is not a simple task and it isn't just about being aware of the many ways to obtain that information. It is also about understanding the forces trying to get that information and about realizing there are questionable, but legitimate, intelligence consulting companies that deal in corporate secret gathering. CSO Magazine offers a 5 step primer to how the dark side operates.

Find Out What is Public

One thing that needs to be understood is that more damage is done by a company being lax in the handling of sensitive or competitive information than by those stealing the information. Companies that don't have tight controls are allowing intelligence consulting firms numerous opportunities to collect information about a company that has been requested by one of your competitors.

Sales people at trade shows, employees involved in technical organizations, suppliers bragging about sales, publicity departments issuing press releases provide information that is very useful to rivals. The right amount of details and the piecing together of various details can help your rival and reduce your first-to-market advantage.

Working the Phones

Information such as employee names and phone lists, internal newsletters and internal retirement or promotion announcements help the individual talking to you on the phone to build that trust needed to engage you in conversation. One exercise involved an individual who, attempting to collect information, called 35 different people at a specific company resulting in only 15 people hanging up on him. The other 20 provided bits of information he was able to piece together to provide his customer with sufficient information.

Social engineering techniques are not obvious questions. It is more a form of ‘elicitation' than direct questions and may include recognizing you as the important person on a project, acting confused or slow so you provide more information as a means of explaining your answers to questions. Plus, let's not forget the pretext calls such as a student working on a research project, an employee at a conference who needs some paperwork or a board member's secretary who needs an address list. 

Go Into the Field

Business people, when using laptops on airline flights, provide ‘shoulder sniffing'. Talking on cell phones in open areas, discussing business in airports, restaurants, bars, trade shows, near company offices has provided volumes of information useful to competitors. Discussions during job interviews of potential new employees or when an employee is interviewing for a job with another company are subject to social engineering attempts. Remember that even offhand statements can provide incredibly useful information to a competitor.

Put It Together

Knowing how to talk about sensitive or competitive information in public places is key to minimizing the loss of what may well be critical information to a rival and it is complex articulating how innocuous details can be strung together to form a bigger picture. Those collecting saleable information go to great lengths — both legal and illegal — to obtain what they are looking for. One example is researching public records, looking at published papers on a specific topic or area, locating the authors, finding out their habits and engaging them in conversation. Often publishing and discussing of a technology by the developers slows down when its profitability becomes apparent. At that point the information gatherer may attend conferences where these people are speaking. One particular incident of using this method followed by selling the information to a competitor provided the competitor with a two-year heads up on their competition. 

Don't forget that you can learn what your rivals are bidding by chatting with the staff at the hotel and for a small fee getting access to a hotel room where a bug can be placed or take pictures of documents. Sounds like something out of a James Bond movie but it is a technique that is still very much used in today's world of industrial espionage. This technique may not be common in the United States, but it is very common in foreign countries. This is truly something to think about if you travel overseas for Lockheed Martin. 

If All Else Fails

Internationally bugs are placed in offices, executive suites are wired for motion, professional conferences are organized as a deception, non-U.S. born scientists are asked to return to their native lands in the name of patriotism, tapping phones, bugging specific seats on a foreign carrier airlines and assigning those seats to key individuals, etc. are all techniques that are still used today. 

In closing, most of what is discussed in this article is legal or can be argued as such in court. But that does not make it any less of an issue with a company such as Lockheed Martin. There are no clear cut guidelines for handling every potential situation. Each of us has to think like a spy and be on our guard when approached. According to CSO Magazine, each company must evaluate the risks for every country where business is conducted and act accordingly. And as CSO Magazine mentions, some procedures many not change – such as protecting your laptop. 

Important Notice: The information provided in Peak Protection is true and correct at the time of publication of each edition. Archives of previously published PeakProtection articles are offered for reference only. 

I make every effort to stay informed so you can be informed. If you learn of or hear about some safe and secure worthy story or threat please send what information or article you have and I will try to address it or put it in the bulletin after I authenticate the source.

If you have any questions about classes or seminars on security, safety, personal protection, self-defense or firearms training feel free to call me.

Bob Seavey

(C) 321-591-8386

(H) 303-567-4121
If you have a subject that is associated with safety, security, or crime prevention that you would like addressed or that you have materials you would like to have considered for the bulletin please send them to me or call me. Thanks! 
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