Bulletin #02 February 2007

Safe & Secure
the Saddleback Mountain Neighborhood Watch Bulletin

“Awareness and Knowledge are the First Steps to Safe and Secure Living and Action is the Last.”

This bulletin was instituted by the Saddleback Mountain Neighborhood Watch (SMNW) and is dedicated to keeping those of our community safe and crime free. Bob Seavey is the SMNW captain and author/editor. Note: Blue underlined text is hyperlinked to the associated website. Place your cursor on it and left click or control + click to open the link. 
This issue is a follow-up to last month’s discussion on what computer threats you may face in cyberspace with your PC. In this issue we will address what you can do to protect your computer and your identity from spyware and adware with both software and hardware.
Cyber Security #2
The following article addresses dealing with Spyware and Adware
Protect Yourself From Spyware

From Tony Bradley, CISSP-ISSAP,
Your Guide to Internet / Network Security.
FREE Newsletter. Sign Up Now!
5 Easy Steps To Help You

If its not one thing, it’s another. That is one of those ridiculous phrases that pretty much goes without saying. Like "wherever you go, there you are." But, in this case it seems appropriate. 

Allow me to elaborate. Computers on the Internet are almost constantly bombarded with viruses and other malware- so users employ antivirus software to protect themselves. Email inboxes are constantly flooded with pathetically useless spam- so users employ anti-spam programs and techniques to protect themselves. As soon as you think you have things under control you find out your system has a myriad of spyware and adware programs silently running in the background monitoring and reporting on your computer activity. Hence, "if its not one thing, it’s another." 

The more benign spyware and adware simply monitors and tracks the sites you visit on the web so that companies can determine the web-surfing habits of their users and try to pinpoint their marketing efforts. However, many forms of spyware go beyond simple tracking and actually monitor keystrokes and capture passwords and other functions which cross the line and pose a definite security risk. 

How can you protect yourself from these insidious little programs? Ironically, many users unwittingly agree to install these programs. In fact, removing some spyware and adware might render some freeware or shareware programs useless. Below are 5 easy steps you can follow to try to avoid and, if not avoid, at least detect and remove these programs from your computer system: 

1. Be Careful Where You Download: Unscrupulous programs often come from unscrupulous sites. If you are looking for a freeware or shareware program for a specific purpose try searching reputable sites like tucows.com or download.com. 

2. Read the EULA: What is an EULA you ask? End User License Agreement. It's all of the technical and legal gibberish in that box above the radio buttons that say "No, I do not accept" or "Yes, I have read and accept these terms". Most people consider this a nuisance and click on "yes" without having read a word. The EULA is a legal agreement you are making with the software vendor. Without reading it you may be unwittingly agreeing to install spyware or a variety of other questionable actions that may not be worth it to you. Sometimes the better answer is "No, I do not accept." 

3. Read Before You Click: Sometimes when you visit a web site a text box might pop up. Like the EULA, many users simply consider these a nuisance and will just click away to make the box disappear. Users will click "yes" or "ok" without stopping to see that the box said "would you like to install our spyware program?" Ok, admittedly they don't generally come out and say it that directly, but that is all the more reason you should stop to read those messages before you click "ok". 

4. Protect Your System: Antivirus software is somewhat misnamed these days. Viruses are but a small part of the malicious code these programs protect you from. Antivirus has expanded to include worms, trojans, vulnerability exploits, jokes and hoaxes and even spyware and adware. If your antivirus product doesn't detect and block spyware you can try a product like AdAware Pro which will protect your system from spyware or adware in real time. 

5. Scan Your System: Even with antivirus software, firewalls and other protective measures some spyware or adware may eventually make it through to your system. While a product like AdAware Pro mentioned in step #4 will monitor your system in real time to protect it, AdAware Pro costs money. The makers of AdAware Pro, Lavasoft, also have a version available for free for personal use. AdAware will not monitor in real time, but you can manually scan your system periodically to detect and remove any spyware. Another excellent choice is Spybot Search & Destroy which is also available for free. 

If you follow these five steps you can keep your system protected from spyware proactively and detect and remove any that does manage to get into your system. Good luck!

Related Tools

Free Spyware and Adware Tools

 HYPERLINK "http://www.safer-networking.org/index.php?page=spybotsd" Spybot S&D

 HYPERLINK "http://www.lavasoftusa.com/software/adaware/" AdAware
Netsecurity Articles

Sasser Worm Spreading

 HYPERLINK "http://netsecurity.about.com/cs/windowsxp/a/aa042204.htm" Securing Windows XP Home

 HYPERLINK "http://netsecurity.about.com/cs/generalsecurity/a/aa112103b.htm" Password Security
Netsecurity Book Reviews

Hacking Exposed - Windows Server 2003

 HYPERLINK "http://netsecurity.about.com/cs/bookreviews/gr/aapr070703.htm" Practical Cryptography

 HYPERLINK "http://netsecurity.about.com/cs/bookreviews/gr/aapr032103.htm" The Art of Deception
Related Articles

Spyware Stoppers

 HYPERLINK "http://antivirus.about.com/od/spywareandadware/a/adware.htm" Adware and Spyware increase the cost of 'free

 HYPERLINK "http://pcworld.about.com/news/Oct292003id113176.htm" Zap Those Pests

 HYPERLINK "http://pcworld.about.com/news/Jul232003id111630.htm" Escape the Spyware Nightmare

 HYPERLINK "http://freebies.about.com/cs/securityfreebies/a/adwarespyware_2.htm" Stay Safe from Adware and Spyware
This ends this article on spyware/adware software protection
The following article is from ZoneAlarm™ and explains what a PC firewall is, how it works, and why you need one.

Why You Need a PC Firewall

Connecting to the Internet is like opening a door to your computer. Through that door, you can easily go online to shop, read the latest news, send e-mail, and more. But an open door also allows hackers to easily gain access to your PC.
Once inside, hackers can steal your valuable personal data, such as bank account numbers and passwords. Your PC can be used without your knowledge to launch attacks on other computers, even on entire networks. A hacker can render your computer useless—to everyone except the hacker.
To protect yourself from hacker attacks, you need a PC firewall. In effect, a PC firewall shuts your computer's door to hackers, allowing only authorized traffic to flow through. antivirus software protects you from known viruses and can help clean up after a virus attack. But only a PC firewall can block unauthorized access to your Internet-connected computer and protect against both known and unknown malicious software and Internet threats. At the same time, a PC firewall allows your computer complete, unrestricted access to the Internet.


	· What does a basic PC firewall do?
· What does a basic PC firewall NOT do?
· Are there PC firewalls that offer more advanced protection than basic PC firewalls?
· If I use a dial-up Internet connection, do I still need a PC firewall?
· If my home network router has a built-in firewall, why do I need a PC firewall?
· If my computer has Windows XP Service Pack 2 (SP 2) - which includes a PC firewall - why do I need another PC firewall?


What does a basic PC firewall do?
In a building, a firewall is a fireproof wall that acts as a barrier between one part of a building and another. The firewall's goal: to prevent a fire from spreading. 
Similarly, a basic PC firewall acts as a barrier between your PC and the Internet. The PC firewall's goal: to prevent Internet threats from spreading to your computer. 
Working in the background, a basic PC firewall monitors the traffic flowing through your computer's open door to the Internet. When anything seems suspicious, such as a request by an unknown source to connect to your PC, a basic PC firewall automatically identifies and blocks it. 

A basic PC firewall not only prevents unauthorized access to your PC or network, it also hides your Internet-connected PC from view. And that helps prevent attempted intrusions in the first place.
What does a basic PC firewall not do?
A basic PC firewall can't detect or remove computer viruses and worms if they're already on your computer. And a basic PC firewall can't clean up your computer after a virus attack; block phishing e-mails, spam, and pop-up ads; filter inappropriate or dangerous Web content; or shield IM users from spammers, thieves, and predators. 
For complete protection beyond what a basic PC firewall provides, you need an integrated Internet security suite. For more information, see Why Choose ZoneAlarm.
Are there PC firewalls that offer more advanced protection than basic PC firewalls?
Yes. Some PC firewalls offer security features that go beyond basic firewalls:

Dynamic firewalls. A basic PC firewall keeps your computer's door open to the Internet while monitoring the flow of traffic through that door. But a dynamic PC firewall automatically opens your computer's door to the Internet when needed, allows only authorized traffic through, then immediately shuts the door. As a result, a dynamic PC firewall, such as ZoneAlarm, provides more protection than a basic PC firewall.
Outbound and inbound protection. Many basic PC firewalls only protect your PC from unauthorized inbound communications. But some PC firewalls, such as ZoneAlarm, protect your PC from unauthorized inbound as well as outbound communications. 
Suppose a hacker tries to install software on your PC that can capture your bank account information and transmit the data to the hacker. The attempted software installation would be an unauthorized inbound communication. The transmission of your private data to the hacker would be an unauthorized outbound communication. 
A basic PC firewall might not catch a hacker's every attempt to access your PC. Should the hacker succeed, your bank account information could then be transmitted to the hacker—unless your PC firewall was capable of automatically blocking unauthorized outbound communications. 

For more advanced protection, you should consider a dynamic PC firewall that provides both outbound and inbound protection. 
If I use a dial-up Internet connection, do I still need a PC firewall? 
Yes. Regardless of the type of Internet connection you use—dial-up, DSL, cable, or wireless—a PC firewall is your essential foundation of defense against hackers. 
Dial-up Internet connections are often made from phone lines also used for conversation or faxing. As a result, a dial-up connection is ordinarily left running only as long as it's needed, giving potential hackers less opportunity to gain access to your computer. Even so, as long as your computer is connected to the Internet, the door is open to hackers. The bottom line: Dial-up Internet users need a PC firewall, too. 
Those with a dedicated Internet connection, such as a DSL line or cable modem, are even more vulnerable to security breaches. These users are more likely to leave their connection running whenever their computer is on. And the longer a computer's door is open, the more accessible the PC is to hackers. 
If my home network router has a built-in firewall, why do I need a PC firewall?
Most home network routers include a built-in hardware firewall that monitors and blocks inbound communications at the network level. 
By comparison, a PC firewall can monitor and block both inbound and outbound communications at the PC level. For the most complete protection, a PC firewall should be installed on every computer on a network. 
Combined, a router's firewall and a PC firewall provide multiple layers of protection that a router firewall couldn't provide by itself. 
And unlike your home network router, a PC firewall can easily go where your computer goes. Only a PC firewall can protect your Internet-connected computer on the road. 
If my computer has Windows XP Service Pack 2 (SP 2)—which includes a PC firewall—why do I need another PC firewall?
Microsoft's recent upgrade to its Windows XP operating system, Windows XP Service Pack 2 (SP2), only provides protection against unauthorized inbound communications. For protection against unauthorized outbound communications you'd need a more robust PC firewall solution such as ZoneAlarm. (For more information about unauthorized outbound and inbound communications, see "Are there PC firewalls that offer more advanced protection than basic PC firewalls?" above.)
All ZoneAlarm products (5.1 or higher) are compatible with XP SP2 and automatically integrate with Windows Security Center. So you can download and install ZoneAlarm without worrying that it will interfere with your PC's operating system. For more information about using ZoneAlarm products with XP SP2, visit our Windows XP SP2 Info Center.

 
©2003-2007 Check Point Software Technologies Ltd. All rights reserved.
The TRUSTe program covers only information that is collected through this Web site, and does not cover information that may be collected through software downloaded from the site.
Software Solutions I Use and Others to Look At
I am not trying to sell you on any particular software security solutions. That is an individual choice that you should research and ask others about what they use and why. 

There are two that I use and others you may want to look at or try that are free. I use ZoneAlarm Pro™ that you pay for but you can get a free version by clicking here . For adware, I use Ad-Aware SE™ (the free version but you can buy the one with all the automatic functions). For the free version click here. Norton Antivirus 2007 is what I have for virus protection and it is compatible with ZoneAlarm Pro™, however I’m not happy with this version of Norton. It has caused problems with other software and is not as user friendly as older version.

One of my corporate information technology techs says she uses Avira AntiVir Personal Edition Classic™. The “for money version” has an integrated firewall and again all the bells and whistles. If you would like to download the free version click here.  

Note of caution: When you use a firewall you have to be aware of incompatibility issues with other software that may arise so read up on them before you buy or use then or other security software’s. The easier they are to set up and the more they coach you the better your experience and the chances you will keep using them. The setup can take some time to get things where you want the m but in the end its worth it to protect you self from the threat of identity theft and fraud.
Hardware Solutions

There are hardware (equipment) solutions that can also make it harder for attacks on your computer. If you network your home computers and use a  router  (a router is a device that is responsible for directing traffic between your computers on your network and between your computers and the internet) that has a firmware firewall (firmware is software that is embedded in a hardware device and that can be updated by the user from an executable file or disk) installed will only let the outside world see the Internet Protocol (IP) address (An IP address is not unlike your street address in that it gives location of your computer)  for the router but not the ones for you computers. The newer devices have sophisticated firewalls that address may, if not all, of the cyber attacks you may encounter. I need to warn you that some of these combined solutions can be more expensive that just a software solution. Some can be much more expensive. 
I have used hardware solutions in the past and found them to be effective but my present configuration doesn’t use a router but a switcher (It’s like a router but not as smart).

Again, be careful out there, you never know who or what will follow you home when you have been roaming around on the internet!
If you have any questions about classes or seminars on security, safety, personal protection, self-defense or firearms training feel free to call me.
Bob Seavey

(C) 321-591-8386

(H) 303-567-4121

If you have a subject that is associated with safety, security, or crime prevention that you would like addressed or that you have materials you would like to have considered for the bulletin please send them to me or call me. Thanks! 
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