Bulletin #06 June 2007

Safe & Secure
the Saddleback Mountain Neighborhood Watch Bulletin

“Awareness and Knowledge are the First Steps to Safe and Secure Living and Action is the Last.”

This bulletin was instituted by the Saddleback Mountain Neighborhood Watch (SMNW) and is dedicated to keeping those of our community safe and crime free. Bob Seavey is the SMNW captain and author/editor. Note: Blue underlined text is hyperlinked to the associated website. Place your cursor on it and left click or control + click to open the link. 
This issue addresses RFID tags and how “skimming” or “eaves dropping” on them could not only cause you identity theft but actually put your life at risk while on foreign travel. 

What is an RFID tag you ask? Well the acronym stands for Radio Frequency IDentification. It also goes by e-tag, e-pass, e-card, e-passport, HomeAgain™ microchips for pets, facility access badges, etc. How this affects you is the subject of this month’s bulletin.
RFID Tags - What Are They and How Do They Affect Me?
Large companies like Wal-Mart™, Best Buy™, and Home Depot™ use them extensively for inventory tracking and theft control. If you have ever bought a music CD or more expensive item it more than likely had one on it. You may even have encountered the alarm at the store’s gateway when it was not deactivated properly by the clerk. If you use E-470 frequently you may have decided to use an RFID tag in or on your car so you can pay without stopping at the toll booth (e-pass). That is not all they are being used for. 
Tracking and finding pets and people is another application. Humans are having them implanted for medical history information and now there is a move to put them in wristbands on Alzheimer’s patients and children. There is a new use in tracking your personal items such as jewelry and other expensive or precious items. In this case the chips are as small as your average ground pepper. Thinking about how something that small might be used is a little scary.
Well this sounds all well and good to protect us from higher prices in the store caused from theft and loss and to recover lost people or pets or even aid in diagnosing the needs of incapacitated patients with special needs but that is not where it ends. You may even have one on you right now that could cause you another form of identity theft or worse as we will see.

The U.S. government has instituted a new form of passport dubbed the Electronic Passport (e-passport). They are not the first nor only country to do this and you may not have even been aware that it was happening which I find interesting since it has been in the works for close to four years and there have been a lot of issues raised about its safety and security.

Here is a media note from the U.S. State Department on e-passports with the rationale for instituting them and the measures that have been taken to protect the carrier: 
Media Note
Office of the Spokesman
Washington, DC
August 14, 2006
Department of State Begins Issuing Electronic Passports to the Public  
To enhance border security and to facilitate travel, the Department of State began issuing Electronic Passports (e-passports) to the public today. Production has started at the Colorado Passport Agency and will be expanded to other production facilities over the next few months. [image: image1.jpg]



Consistent with globally interoperable specifications adopted by the International Civil Aviation Organization (ICAO), this next generation of the U.S. passport includes biometric technology. A contactless chip in the rear cover of the passport will contain the same data as that found on the biographic data page of the passport (name, date of birth, gender, place of birth, dates of passport issuance and expiration, passport number), and will also include a digital image of the bearer’s photograph. 

The Department of State has employed a multi-layered approach to protect the privacy of the information and to mitigate the chances of the electronic data being skimmed (unauthorized reading) or eavesdropped (intercepting communication of the transmission of data between the chip and the reader by unintended recipients). Metallic anti-skimming material incorporated into the front cover and spine of the e-passport book prevents the chip from being skimmed, or read, when the book is fully closed; Basic Access Control (BAC) technology, which requires that the data page be read electronically to generate a key that unlocks the chip, will prevent skimming and eavesdropping; and a randomized unique identification (RUID) feature will mitigate the risk that an e-passport holder could be tracked. To prevent alteration or modification of the data on the chip, and to allow authorities to validate and authenticate the data, the information on the chip will include an electronic signature (PKI). 

The Department of State is confident that the new e-passport, including biometrics and other improvements, will take security and travel facilitation to a new level. 

For more information about the Electronic Passport, please visit the Bureau of Consular Affairs’ website at http://travel.state.gov. 

2006/752 

Released on August 14, 2006

This ends the insert from the U.S. Dept. of State
How do I know if I have an e-passport? Here is what it looks like inside and out!   Note the little symbol at the bottom of the front cover.  
Well and good but I don’t want to be the holder of a first generation e-passport without additional protection which I would surely add. We will address the measures you can take later because the e-passport is probably not your immediate threat unless you renewed your passport here in Colorado during 2006 or later. Yes, we were first to get them wouldn’t you know! Well more on that later. Your credit cards are more of a concern since there are more and more of them being “chipped” as wave cards. 

Here is a little more history of the e-passport or biometric passport:
The following excerpt was taken from Wikipedia
United States biometric passports
The U.S. version of the biometric passport (which is also referred to as an "Electronic Passport") will only have digital imaging placed onto the contactless chip. For the post 9/11 era, this still provides a valuable increased level of security, but not as complex as the European version. However, the chip used in the U.S. passport will be large enough (64 kilobytes) to allow it to contain additional biometric identifiers should the need later arise. 
The U.S. Department of State began issuing biometric passports to government officials and diplomats in early 2006. The Department began issuing regular biometric passports at its Colorado Passport Agency on August 14, 2006; though they still expect that nearly all new or renewed passports issued by the department to American citizens will be biometric by the end of 2006, other sources say it won't happen until mid-2007. [10] [11] [12] [13]
A high level of security became a top priority in late 2001 for the United States. This tightened security required border control to take steps in cracking down on counterfeit paper passports. In October 2004, the production stages of this high-tech passport commenced as the U.S. Government Printing Office (GPO) issued awards to the top bidders of the program. The awards totaled to roughly $1,000,000 for startup, development, and testing. The driving force of the initiative is the U.S. Enhanced Border Security and Visa Entry Reform Act of 2002 (also known as the "Border Security Act"), which states that such smart card IDs will be able to replace visas. As for foreigners traveling to the U.S., if they wish to enter U.S. visa-free under the Visa Waiver Program (VWP), they are now are required to possess machine-readable passports that comply with international standards. Additionally, for travelers holding a valid passport issued on or after October 26, 2006, such a passport must be a biometric passport if used to enter the U.S. visa-free under the VWP.

This ends the excerpt taken from Wikipedia
Since we are following the world standard for e-passports we may have the same concerns for hacking into them that other countries have already experienced. Read the following article from. engadget.com and see what I mean.
German hackers clone RFID e-passports

Posted Aug 3rd 2006 3:30PM by Paul Miller
Filed under: Wireless
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Oh snap. First the Dutch get their RFID e-passport system cracked, then VeriChip gets its "counterfeit proof" RFID implant copied by a pair of hackers in front of a live audience, and now some hackers in Germany have undermined some of the security behind the electronic passports that the United States and other countries are planning to implement this month. Lukas Grunwald did the honors this time, and says it took him about two weeks to figure out the hack, with most of his time spent reading the publicly available e-passport standards on the International Civil Aviation Organization's official website. Since all countries will be adhering to the ICAO's standard, his hack should work on other passports as well. Grunwald demonstrated for Wired the whole process of cloning a passport, and even proceeded to copy the data to a corporate smartcard, which when slipped between the normal RFID chip and the reader allows him to have a physical passport that differs from his RFID passport. All is not lost however, since most countries plan to have physical inspections to make sure everything matches up, and information cannot currently be modified on the passport -- but the security failures so far sure don't inspire a lot of confidence. 

Tags: e-passport, icao, passport, rfid
Let’s look at the more detailed information on the subject and what you can do to protect yourself from such ID theft as “Skimming”.

The following article was taken from http://idtheft.about.com/od/methodsofthef1/p/Skimming.htm
Skimming

From Brian Koerner,
Your Guide to Identity Theft.
FREE Newsletter. Sign Up Now!
Overview of Skimming: 
Skimming is a hi-tech method by which thieves capture your personal or account information from your credit card, drivers license, or even passport. An electronic device used to capture this information is called a “skimmer,” and can be purchased online for under $50.00. Your card is swiped through the skimmer and the information contained in the magnetic strip on the card is then read into and stored on the device or an attached computer.

Skimming is predominantly a tactic used to perpetuate credit card fraud--but is also a tactic that is gaining in popularity amongst identity thieves. Skimming is a problem, not just in the U.S, but globally. As the use of smart card technology grows, as evident with its integration with drivers licenses and passports, it is likely that skimming will continue to grow as a popular tactic of identity thieves.

Incidents of credit card skimming in Asia has risen 45 percent against Japanese favored victims, targeted because of their high credit card limits. Malaysia, Hong Kong, Belarus, Colombia, Egypt, and Venezuela are some of the places considered high risk to travelers making credit card purchases. One traveler recently reported that his credit card had been used to purchase goods from Thailand, Kuala Lumpur, Hong Kong, and Malacca totaling $7000, while he was in France.

Sponsored Links

ID Theft ProtectionCustomized,Comprehensive, and Profitable Customer ID Solutionswww.fnbmerchants.com
Equifax - Official SiteOrder Direct From Equifax And Get All 3 Credit Reports Instantly!www.equifax.com
100% Free CheckingYes, totally, 100%, Free! No fee, just free - everything.www.dcfcu.coop
How They Do It: 
Skimmers are quite a creative bunch--and since the skimming devices are so small and easy to hide, it is not difficult for them to skim your card without you noticing. The following are some examples of how your cards can be skimmed:

· Your credit card can be skimmed at a restaurant. Many skimming rings have been known to employ restaurant serving staff to capture your credit card information.
How many times have you given the server your credit card to pay the bill and never thought twice about it when they walked away to complete your transaction? You may be surprised to know that most skimming incidents occur at a restaurant where a server is carrying a skimming device in their apron or somewhere close by. Your card is scanned twice, once for the transaction that you expected and another in the skimming device to capture your credit card information for further use.

An example of such an incident occurred in Charlotte, North Carolina--where two wait staff of Outback Steakhouse, Benjamin Gadson and Juan Canales, are accused of skimming more than 650 credit card numbers from unsuspecting patrons and selling them for $25 each. 
  ATM machines. It is not uncommon for a thief to be bold enough to tamper with an ATM machine.
Typically, a "card trapping" device is inserted into the ATM card slot. This trap scans the card and stores its associated information or just traps the card and doesn't return it to the owner. There is no cash dispensed in either case and the crooks retrieve the cards and information at a later time. ATM skimming has been a problem in Britain; with estimates, that 1 in every 28 ATM machines had been equipped with skimmers from thieves. 

  Skimming by store clerks. A very common form of skimming involves store clerks skimming your credit card when you make a purchase. The clerk scans your card twice, once for your expected transaction and another in a skimmer for later retrieval. There have also been reports of clerks skimming driver’s licenses when customers, that are writing checks, supply the license for verification.
  Skimming devices implanted in card payment terminals. Skimming is becoming more sophisticated where thieves are rigging card payment terminals with electronic equipment to capture the card information. The recorded card numbers are stored in an additional implanted chip and thieves return at a later time for retrieval. 
How the Information is Used: 
Once a skimmer captures the information on your credit card, driver’s license, or passport it can be used in a variety of ways. 
· Thieves will sell your information. Many times the criminals skimming your information into the devices are not the same criminals that will use that information to commit identity theft or other crimes of fraud. The "skimmers" will sell your information to other criminals--typically for about $25-$75 each. 
· Credit Card Fraud. Credit cards are a popular choice for skimmers. The information that is obtained can be used to order products and services online with it being several weeks until the unsuspecting victim is made aware, giving the thieves plenty of time to run up some bills. 
· To make counterfeit cards. Once the information from your credit card, drivers license or passport is captured, it can be used to make duplicates. Duplicates are very valuable as they can be used to further perpetuate credit card fraud or identity theft.
Next Steps

Now that you have an understanding of what skimming is and how it can be used to commit credit card fraud or identity theft, your next step should be to understand how to prevent it. I suggest reading my article, Prevent Skimming. 
Related Articles

Preventing Skimming
Sponsored Links

ID Theft ShieldIdentity Restoration - More Than Just Monitoring - Sign Up Nowwww.prepaidlegal.com/hub/jmfrench
New Haven Consumer LawyerGet Consumer Protection For Lemon Laws Predatory Lending and More!www.AttorneyDanielBlinn.com
Prevent Identity TheftAs seen on TV, Protection Guarantee Signup for LifeLock Security Today!Prevent-Identity-Theft-Today.com
Bill Me LaterBuy Fast, Feel Secure with trusted merchants. No Payments for 90 Days.www.billmelater.com
Preventing Identity TheftTop 6 Websites For Preventing Identity Theftwww.picks-finder.com
This ended the article taken from: http://idtheft.about.com/od/methodsofthef1/p/Skimming.htm
The following excerpt was taken from: http://www.fraudinvestigator.co.za/credit_card_fraud.htm
Credit Card Skimming
Credit Card Skimming is a method by which encoded information from the magnetic stripe of a credit card is gathered by an electronic credit card reader (skimmer). This information is used legitimately when processing a transaction. In the hands of a criminal the electronic credit card reader becomes a handy tool to gather information to use later in illegal transactions and purchases. Usually a criminal connects this "skimmer" to the credit card machine or a portable "skimmer" could be used to swipe your card when you are not looking. If you make a purchase, your information will automatically be stored in the "skimmer". At a later stage the criminal will use this information to make unauthorized purchases or encode this information on the magnetic stripe of a counterfeit card. 
Credit card skimming often occurs in businesses where credit cards are used regularly, such as restaurants and other entertainment venues. In restaurants you will normally lose sight of your card when the waiter takes it to pay your bill. Some skimmers are as small as your hand, which makes it extremely easy for waiters to keep in their pouches.  

During 2003 a crime syndicate was detected in New York, Connecticut and Massachusetts in the USA that smuggled Chinese immigrants into the US. The immigrants were forced to work as waiters in various Chinese restaurants to pay back money they owed to smugglers that assisted them to get into the country illegally. As waiters working in these restaurants they were forced by the crime ring to carry pocket-sized credit card skimmers and collect data from the cards of unsuspecting customers. The information they gathered was then handed over to the crime ring to pay off their debt.
New Prevention Methods

Microchip technology
The ease with which credit cards with magnetic stripes are used in defrauding companies, financial institutions and individuals have necessitated banks and other card issuing companies to implement microchip card technology.  This is due to the fact that cards with magnetic stripes can to easily be cloned.  The cardholder’s information will be stored on a microchip, which will be much safer than the magnetic stripe. The new standard, to which all role players must adhere to, will come into operation on the 1st January 2005.  This new standard was dubbed EMV, which was taken from the first letter of the three companies that initiated it, namely Europay, Visa and MasterCard. This technology was introduced in France more than 10 years ago. According to the credit card industry in this country card fraud dropped by 80% after the new technology was introduced.
This new prevention method does not come cheap and banks are spending millions changing from the old magnetic stripe cards to the new generation microchip cards. It is estimated that the conversion process in South Africa will entail issuing new cards to 16-million users, upgrading 9000 ATM’s throughout the country, upgrading 130 000 point-of-sale terminals and upgrades on back-end processing systems to handle the new technology. This will come at a price tag of between R 1,5bn and R 2bn extended over a period off 10 years. Converting a top of the range ATM can cost as much as R 30 000.00. This technology will, however, require the customer to pin in a code every time they use the credit card.  This is safer due to the fact that merchants or cashiers will no longer have to verify signatures. 
Studies in Europe have shown that signature based products are more susceptible to those that are PIN based. One advantage of smart card technology is that a credit card will be able to hold a considerable amount of information. This will ensure that even merchants in rural areas will be able to accept payments without telephonic access to a bank. Some of the major banks have started issuing the new cards to their employees for internal trials and to certain clients.

This ends the excerpt from: http://www.fraudinvestigator.co.za/credit_card_fraud.htm
Understand that even with the new (RFID) “chip” technology that is supposed to be more secure there are still methods of skimming or eaves dropping as the US State Dept. says their e-passport takes into account. There are RFID scanners and hackers using them as we have already seen. If you want to see it in action check out this site and scroll down to the YouTube™ videos (I recommend you watch them all!): http://www.difrwear.com/news.shtml 
 There are products out there that shield you RFID or Chip credit cards and passports from skimming or eaves dropping. Here are a few sites that have such products (Note: showing these sites is not meant to be an endorsement for them or their products but examples of what is out there): 

Magellans.com
Stronghold.com   

I make every effort to stay informed so you can be informed. If you learn of or hear about some safe and secure worthy story or threat please send what information or article you have and I will try to address it or put it in the bulletin after I authenticate the source.

If you have any questions about classes or seminars on security, safety, personal protection, self-defense or firearms training feel free to call me.

Bob Seavey

(C) 321-591-8386

(H) 303-567-4121

If you have a subject that is associated with safety, security, or crime prevention that you would like addressed or that you have materials you would like to have considered for the bulletin please send them to me or call me. Thanks! 
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