Bulletin #07 July 2007

Safe & Secure
the Saddleback Mountain Neighborhood Watch Bulletin

“Awareness and Knowledge are the First Steps to Safe and Secure Living and Action is the Last.”

This bulletin was instituted by the Saddleback Mountain Neighborhood Watch (SMNW) and is dedicated to keeping those of our community safe and crime free. Bob Seavey is the SMNW captain and author/editor. Note: Blue underlined text is hyperlinked to the associated website. Place your cursor on it and left click or control + click to open the link. 
This issue addresses Wi-Fi security since more and more people are putting those little Wi-Fi transmitter/receiver cards in their laptop computers and using wireless routers in their home and office networks. This technology poses a new set of security threats to you personal data and privacy and even your identity. 
What is Wi-Fi? It’s a form of wireless communications used for mobile computers and home or office networking. It has its own set unique set of security issues that will be addressed in some detail in the following article taken from JiWire. 

Complete Guide to Wi-Fi Security

One of the best ways to safeguard your data at a public wireless hotspot is to use a virtual private network, or VPN.
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Due to their very openness, Wi-Fi hotspots present a serious and complex set of security issues. With no encryption or filtering protections for users, most public hotspots are easy prey for cybercriminals. Hackers often lurk on public Wi-Fi nets, sniffing network traffic as it passes by for things like passwords and credit card numbers. They can also look for users who have turned on file sharing -- and get direct access to their hard disks. 

The other major danger is connecting to a malicious hotspot. Many cybercriminals set up "free" Wi-Fi networks in public places like airports and parks to trap unsuspecting users. These can even mimic the names of real hotspots -- so-called "evil twin" networks -- so that even if there is a legitimate network in the same area, you may accidentally attach to the malicious one.

So what can you do to protect yourself at public hotspots? Plenty...

1. Make sure you're connected to a legitimate access point! This first step is probably the least obvious, but one of the most important. Rogue access points in public areas can have the same SSID as what you'd expect (such as "Wayport" or "Tmobile"), but really connect directly to hijackers' databases to collect the passwords and usernames you use to sign in. Even worse, they can collect credit card data from people who sign up for new accounts. And so-called man-in-the-middle attacks using ad-hoc Wi-Fi networks carry the same risks.

So don't connect in places where there is no sign for a legitimate provider, and check the list of available SSIDs to make sure you are connected to the right one. Don't set your wireless card to connect automatically to any available network. Turn off the ad-hoc mode (which lets other clients connect directly to you!). And turn off your Wi-Fi card entirely as soon as you are done.

2. Encrypt sensitive data. As you beam emails from your laptop to the wireless access point and back, or as you enter your username and password to check your bank account balances someone nearby can be "sniffing" (intercepting) those packets of data as they fly by. Much of the information -- even information that you might think should be encrypted -- is sent in clear text. That means that the person intercepting those packets may be able to read your emails or learn your passwords.



Stuffit Deluxe

While data sent to and from secure Web sites (those starting with https:) is generally protected, you can also use encryption in other contexts. If you are sending a sensitive file via email, for example, encrypt it first with a password. Most file compression programs, such as StuffIt Deluxe, offer encryption, and there are numerous freeware and shareware encryption programs as well.

3. Use a Virtual Private Network. One of the best ways to protect your data when using a public wireless network or hotspot is to use a virtual private network (VPN), such as JiWire Hotspot Helper. A VPN establishes a private network across the public network by creating a tunnel between the two endpoints so that nobody in between can intercept the data. Many companies allow remote users to connect to corporate networks as long as they use VPN. This keeps the users' communications just as secure as if they were sitting at a desk in the building.

If you don't have a corporate VPN, you can be secure at any hotspot using JiWire Hotspot Helper. Hotpot Helper's VPN is supported by almost all wireless routers, both public and private, and the software also includes an offline hotspot finder and other handy tools.

Top 10 Security Tips for Public Hotspots

1. Make sure you're connected to a legitimate access point. 

2. Encrypt files before transferring or emailing them. 

3. Use a virtual private network (VPN). 

4. Use a personal firewall. 

5. Use anti-virus software. 

6. Update your operating system regularly. 

7. Be aware of people around you. 

8. Use Web-based email that employs secure http (https). 

9. Turn off file sharing. 

10. Password-protect your computer and important files. 

4. Use a personal firewall. When you connect to a public wireless network you are joining a local network with other unknown computers. Having these computers on the same IP subnet makes them more dangerous than machines elsewhere on the Internet. Machines in your network and subnet range are able to more easily capture traffic between your computer and the wireless access point or attempt to connect with your computer and access your files and folders.

To protect your computer you should run a personal firewall program. There are many excellent choices. Some, such as Zone Labs ZoneAlarm, Kerio's Personal Firewall, and the built-in Windows Vista firewall are available for free for home or personal use. You should not install them on your corporate laptop, however, without purchasing the proper licensing or consulting your IT manager. Security software vendors such as Symantec and McAfee also make commercial personal firewall products.

A personal firewall will help you restrict the traffic allowed in and out of your computer. This protects you not only from attacks that originate outside of your network, but also those from other computers on the same network. Personal firewall software generally monitors both incoming and outgoing traffic (with the notable exception of Microsoft's Windows XP firewall, which only filters incoming data), as well as applications trying to interact with other system processes or with the operating system. Should your computer somehow become compromised with a Trojan horse or backdoor program, a personal firewall application should flag the unusual communication attempts and alert you. Make sure you take the time to familiarize yourself with the product you choose and configure it properly to get the maximum protection without getting in the way of legitimate traffic and applications.

5. Use anti-virus software. When you are on your home network or even on your company network you can operate with a fair assurance that the other machines on the network with you are at least as protected as yours is against viruses and other malicious code. When you connect to a public network you have no such assurance. Suddenly it is more important than ever to have antivirus software installed.

Of course, antivirus software is only as good as its last update. If you updated your antivirus software a month ago there are probably at least 10 and maybe 50 or more new viruses, worms and other malware that you aren't protected against. Make a special effort to go to the vendor's Web site and download the latest update any time you hear about a new high-risk or fast-spreading threat, and take advantage of the auto-update features found in most such programs.

Once your wireless data reaches the access point, it becomes part of the wired net, and subject to any attacks or snooping that might come in through your broadband gateway.

6. Keep your OS and apps up to date. It seems that almost every week there's a new "security patch" for various parts of the Windows operating system or Office programs. And it's not just Microsoft. Apple has its own fair share of security updates, as do most utility and business software vendors. Most of the malicious viruses and worms that have plagued users recently spread through email, so be especially cautious about opening attachments.

Windows users should enable Automatic Updates or visit the Windows Update site to scan your system and identify patches you may be missing. Mac OS users should enable the automatic Software Update feature in System Preferences; and Linux/UNIX users can visit sites such as Bugtraq or subscribe to receive bulletins and alerts from the Department of Homeland Security's US-CERT.

TEST YOUR SECURITY IQ

With JiWire's bag of security tricks, you should be able to run your home wireless network without worrying about your neighbors hijacking your bandwidth or snooping in your files, and you should be able to check your email and view financial records safely while connected to a public wireless hotspot. But if you want to test your security objectively, there several sites that can help out.

To test your wireless connection, take our free Wi-Fi Security Test.

To test your firewall and make sure you don't have vulnerable ports and services open for attackers to exploit, try Gibson Research's Shields Up. Gibson Research and Anonymizer also offer lots of other valuable solutions and advice for maintaining your privacy.

To test your antivirus software without having to mess with live malware you can use the EICAR test file which will trigger most antivirus products without risking an actual infection.

7. Be aware of people around you. When you're at an ATM, you make sure noone can see you type your PIN. Be just as careful about typing in your name and password at a Starbucks. You pay big bucks for your T-Mobile access!

8. Use Web-based email when you're connecting at a public hotspot, instead of Outlook or Apple Mail. Most ISPs these days let you send and receive email via a Web interface as well as downloading it into your email program. These Web sites generally use secure sockets layer (SSL) or other security protocols, which protect your data while it's being transmitted.

9. Make sure file sharing is off! On home networks, file sharing is frequently used to copy files back and forth between computers. On a public network, this is the last thing you want to have on, for obvious reasons. If necessary, put a sticky note on the edge of your computer screen reminding you to turn it off before you close your laptop. Just don't write your passwords on the same sticky note...

10. Use passwords for personal data. Our final tip: use strong passwords for sensitive files and folders, as well as for access to your computer as a whole. This is especially important for mobile warriors whose laptops are attractive theft targets. Consider keeping your most important data on an encrypted USB keychain storage device, so even if you lose your portable, you won't lose your presentation or email folder.

WEP is still better than nothing. The lock on your front door is also fairly easy for a professional thief to pick but it doesn’t stop you from turning the key when you leave the house.
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If we've convinced you of the need secure your home wireless network (and the wired one too!), here's a step-by-step guide to help make the process as painless as possible. No network can ever be completely secure, but after you've implemented the recommendations here, wireless hackers will likely choose an easier target. These steps apply to both home and small office networks that have a standard wireless router, and possibly one or more roaming access points.

1. Change your router's name and password. This is always the first line of defense. It's easy for attackers to find out what the default name and password are for various manufacturers. Many also default to using the standard 192.168.1 or 2 subnet internally and give the router itself the IP address of 192.168.1.1 or 192.16.2.1. You should make sure you rename the router, assign a strong password for accessing the router configuration software, and consider changing the IP addressing to a difficult-to-guess internal subnet like 192.168.12.1 or 192.168.83.1 (you can use any number from 1 to 254 in the third position in most cases).

2. Enable infrastructure mode only on all access points and clients on the network. Disable the "ad-hoc" mode, which lets clients set up peer-to-peer networks and could allow rogue users to connect to your network through a legitimate wireless client.

3. Disable SSID broadcast. The SSID (Service Set Identifier) is essentially the network name for the wireless portion. A wireless access point (AP) or router in open network mode will periodically broadcast a beacon signal (usually about 10 times each second) which announces to the world that the network is live and ready to go. The beacon also includes data such as the signal strength and functional capabilities of the AP as well as the SSID. With broadcasting off, wireless clients must first know the SSID before they can connect.

For home networks, this broadcast information is not necessary. You can simply type in the SSID in your wireless client's setup dialog once, and it will be remembered in future connections. Experienced hackers can still find such "closed" networks, but at least you will not be openly inviting them. And neighbors or passersby will not see or accidentally connect to your network.

In public-access hotspots or large company Wi-Fi nets, SSID broadcasting may be required. There are other precautions to take in these cases, as we'll see later on.

Top 10 Security Tips for Home Wi-Fi Networks

1. Change your router's access name and password. 

2. Don't let users piggyback onto your Wi-Fi net -- turn off peer-to-peer connections. 

3. Stop broadcasting your router's network ID. 

4. Approve all wireless network users in advance. 

5. Turn on wireless data encryption. 

6. Periodically check router logs for rogue users. 

7. Use a strong firewall. 

8. Password-protect your computers and files. 

9. Put your wireless network on its own subnet. 

10. Turn off wireless cards and routers when not in use. 

4. Turn on the MAC addressing filter in your wireless router. Most Wi-Fi gateways let you restrict access to known MAC (Media Access Control) addresses. Each network device (such as a computer, Wi-Fi card, or printer) has a unique MAC address, and by allowing access only to pre-defined MAC addresses you reduce the risk of accidental or rogue clients connecting with or perusing your network resources. This takes the closed network concept a step further.

Sound foolproof? Not quite. Even if your SSID isn't broadcast and you restrict access to known MAC addresses, your wireless network may still be detected and compromised. Hackers can capture the wireless data packets as they travel from your access point to your wireless client or vice versa. The captured packets may reveal both the SSID and the MAC addresses of client devices communicating with the network. Once a MAC address is known a malicious user can "spoof" the MAC address of the attacking system to make a computer look like it's one of the accepted systems and allow it to connect. So you should still take additional precautions.

5. Enable WPA (Wi-Fi Protected Access) or WPA2 encryption. Encryption is the next step in the wireless security ladder. WEP (wireless equivalency protocol) is the original Wi-Fi encryption scheme, and comes in several flavors -- 40-, 64-, and 128-bit. However, its underlying algorithm is flawed and subject to relatively easy cracking. Without going into the gory technical details, it can be broken in minutes. If you want to test your WEP connection to see how easy it is to capture packets and decode the key, you can use a tool like AirSnort. The longer 128-bit encryption keys require transmitting more data, but don't offer significantly better protection than 40- or 64-bit encryption, and significantly reduce wireless performance.

While WEP is better than nothing, it will only keep out the neighbors and opportunistic hackers. For true protection, you need WPA or WPA2.

WPA builds on WEP encryption by scrambling the key and integrity-checking it to ensure it hasn't been tampered with. Additionally, it allows authentication using public key infrastructure (PKI) encryption. But the strongest wireless encryption standard is WPA2 (based on the 802.11i security standard). WPA2 is similar to WPA, with the added security of the strong AES or TKIP encryption protocols required by some businesses and government agencies. WPA2 is also the preferred encryption method for the emerging 802.11n standard, and provides the best performance.

Note that WPA and WPA2 require that ALL devices on the wireless net be set to them -- clients, the wireless router or access point, and any other relays or access points in between. If you have some older adapter cards that only support WEP, do upgrade them. (But first check with your manufacturer -- there may be firmware updates for WPA.)

No matter which encryption type you use, change your passkey regularly. It takes recording a certain amount of traffic to give crackers enough data to decode a key. Also, passwords do get written down and can fall into the wrong hands. 

For more on WPA encryption check out Network World's primer Explaining WPA2. The Wi-Fi Alliance also has an excellent information page on WPA2.

 This is not all there is to learn about Wi-Fi Security and it is just one perspective. I am not an expert in this field so I recommend that you do further research and read follow-on articles at the JiWire site. On their home page http://www.jiwire.com/ they offer downloads and other resources for you to use. There are many other sites that offer insights and information on this subject so seek them out.
I make every effort to stay informed so you can be informed. If you learn of or hear about some safe and secure worthy story or threat please send what information or article you have and I will try to address it or put it in the bulletin after I authenticate the source.

If you have any questions about classes or seminars on security, safety, personal protection, self-defense or firearms training feel free to call me.

Bob Seavey

(C) 321-591-8386

(H) 303-567-4121

If you have a subject that is associated with safety, security, or crime prevention that you would like addressed or that you have materials you would like to have considered for the bulletin please send them to me or call me. Thanks! 
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