Bulletin #06 July 2009

Safe & Secure
the Saddleback Mountain Neighborhood Watch Bulletin

“Awareness and Knowledge are the First Steps to Safe and Secure Living and Action is the Last.”

This bulletin was instituted by the Saddleback Mountain Neighborhood Watch (SMNW) and is dedicated to keeping those of our community safe and crime free. Bob Seavey is the SMNW captain and author/editor. Note: Blue underlined text is hyperlinked to the associated website. Place your cursor on it and left click or control + click to open the link. 
This month’s subject relates to an ever growing market to the masses and multiplies the threat to identity theft and “Big Brother” gathering even more information on you for their databases that you might not want out there. The worst part of it is you might not even be the one putting it out there. It could be a friend, relative old classmate or an enemy. How is this happening? It’s called social networking and that is the subject of this month’s edition. Additionally we will be looking at the specific ways that social networking can increase attacks via tools you use everyday such as the internet and e-mail. This is a longer article than usual due more to the example graphics than the text but I believe you will find them informative.
Social Networking

What is social networking and social media?

Social Networking focuses on user participation in online communities with other users who share common interests and/or activities. Most social network services are Web based and provide a variety of ways for users to interact, such as email, chat rooms, and postings via wikis and blogs.

Social Media refers more broadly to systems or environments that enable collaboration, social interaction and information sharing among individuals or groups of individuals on the Internet or Intranet. These systems and environments include but are not limited to:

· Multi-media sites (e.g. YouTube, Flickr) 

· Social sharing and book marking tools (e.g. Unity, Digg) 

· Blogs (including video and photo blogs) 

· Micro-blogging (e.g. Twitter) 

· Wikis (e.g. Wikipedia) 

· Virtual worlds 

· Social networking (e.g. Facebook, MySpace, LinkedIn). 

Security Risks

Users are responsible for what they share online as well as the tools and applications they access. Sharing too much information or clicking on unknown or untrusted links can present security risks, including:

Exposure of Sensitive or Personal Information
Posting information about yourself, your job, job functions, areas of technical expertise, your co-workers and/or your companies’ products or services can present opportunities for adversaries and criminals to collect and piece together information that could be used against you, your company or other targets of interest. A determined attacker will hunt for information posted on various Web sites, and based on that information; create very realistic communications (email, postings, messages) to get you to click on a link or an attachment, or to divulge additional information that they may be seeking. These criminals are experts at social engineering. Be aware that these types of Web sites are commonly used by cyber attackers to collect information. 

Compromise of Computing Assets
Users of social networking Web sites on the Internet should be aware that such sites are known to have security vulnerabilities. These Web sites have unknown or untrusted links (e.g., a link to a comment, Web forum or application) that could potentially be used to introduce malicious software on computing resources and lead to a compromise of sensitive information. 

Protect Yourself and Others

You can take the following actions to reduce security risks when engaging in social networking:

· Use caution when accessing information through social networking sites—especially when using your company computing assets—even if the information source is from a "friend." 

· Never use your home or office computer passwords on Social Networking sites. 

· Use different passwords for different sites. 

· Be selective in who you accept as a "friend" since that exposes information you post and often the view items your friends post about you. 

· Refrain from using "applications" in Facebook and Myspace. These applications can share your (and your friends') information with the creator of the application and often present a much higher risk than the content built into the sites. 

· Review and carefully select the application option in Facebook and Myspace to minimize or eliminate the personal information shared with the third party providers. 

· Always review "terms and conditions" and security settings carefully. Select options that minimize or eliminate the sharing of personal information. 

· Use discretion when disclosing who you work for or exclude employer information entirely by simply listing your field of expertise (such as "Information Technologist" or "Attorney at Law"). 

· Provide generic information, such as "Medical," "Aerospace," or "Technology" when posting employer information. 

· Refrain from listing your company specific products and services. 

· Be skeptical about messages from a "friend" telling you to "Look at this!" — don't click if you don't need to. 

· Only enter your password on login pages that you reached via a trusted bookmark or by typing the address in the address bar. Clicking on an unknown link can take you to a "fake" sign in page whereupon phishers can capture your login credentials, access to account and send messages to all of your friends. 

· Disable "beacons" if you are using Facebook (see below graphic for the how to). This feature allows third party sites to post stories to your friends' feed (e.g. "John Smith is playing a game on Kongregate"). This can expose information about your online activates that may violate your personal privacy and disseminate information about you that could be used against you. 

· Use the social networking site's security/privacy controls to limit who can view your personal information (i.e. restrict access to networks and groups of people you trust). 
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Social Engineering is when an attacker uses human interaction (social skills) to obtain or compromise information about an organization, a person, or its computer systems.

There are three basic paths where social engineering is practiced in the information security arena. 

· Phone calls that seem innocent but bleed over into questions aimed at collecting "inappropriate" information (vendor calling to see if you have any new requirements, help desk inquiries seeking quick response, credit card company needing to verify you SSN, etc.) 

· Personal contact – face to face conversations that begin to seek "inappropriate" information (industry conferences – conventions, dinner invitations, personal social situations) 

· E-mail – using deceitful e-mails which may include authentic looking, yet bogus websites to collect personal or corporate information – (Phishing and Spear Phishing) 

In the cases of direct personal contact, an attacker may seem unassuming and respectable, however, by asking questions, he or she may be able to piece together enough information to begin identifying key resources, building organizational structures, or uncover critical personal or company information.  Social Engineering tactics used in e-mail has the same information gathering goals but tries to do that by infiltrating a personal or organization's network. If an attacker is not able to gather enough information from one source, he or she may contact another source within the same organization or venue and rely on the information from the first source to add to his or her credibility. 

Phishing is a form of SPAM that is not just a nuisance, but is malicious and dangerous. It is a method of trying to gather personal information using deceptive e-mails and websites. 

Typically, a phisher sends an e-mail disguised as a legitimate business request. It usually includes a link to a website that looks exactly like that of a legitimate enterprise. However, the site is bogus, and when the victim types in account numbers, passwords, or other sensitive information, the data is captured by the phisher. The information may be used to commit various forms of fraud and identity theft, ranging from compromising a single existing account to setting up multiple new ones.

Some examples of Phishing attacks:
· A real and recognized bank asking its customers to verify financial data. (US Bank, Bank of America, Regions Bank, etc.) 

· On-line auction services (eBay, PayPal, Amazon, etc.) 

· Industry specific websites, conference registrations, publication renewal notices, etc. 
Why does it work?
Social Engineers say, "If I can 'hack the human', I don’t have to wrestle with the control (i.e. hardware/software)." Social Engineers appeal to our good human nature to achieve their goals playing on our desire to be helpful yet not seem uncooperative and our desire to be knowledgeable yet not seem paranoid. 

How do you avoid being a victim? 
· Be aware of the fact that adversaries use social engineering tactics to attempt to obtain critical personal and company related information. 

· Be suspicious of unsolicited phone calls, visits, and social situations where individuals begin asking about personal information or about employees in your company or about other companies that you or your business has a relationship with. 

· If an unknown individual claims to be from a legitimate organization, try to verify his or her identity directly with the company or agency. 

· Do not reveal personal or financial information in e-mail, and do not respond to e-mail solicitations for this information. This includes following links sent in e-mail. 

Pay attention to the URL of a web site. Malicious web sites may look identical to a legitimate site, but the URL may use a variation in spelling or a different domain (e.g., .com vs. .net).  (See Phishing and Spear Phishing for more information)

Phishing is a form of SPAM that is not just a nuisance, but is malicious and dangerous. It is a method of trying to gather personal information using deceptive e-mails and websites. 

Typically, a phisher sends an e-mail disguised as a legitimate business request. It usually includes a link to a website that looks exactly like that of a legitimate enterprise. However, the site is bogus, and when the victim types in account numbers, passwords, or other sensitive information, the data is captured by the phisher. The information may be used to commit various forms of fraud and identity theft, ranging from compromising a single existing account to setting up multiple new ones.

Some examples of Phishing attacks:
· A real and recognized bank asking its customers to verify financial data. (US Bank, Bank of America, Regions Bank, etc.) 

· On-line auction services (eBay, PayPal, Amazon, etc.) 

· Industry specific websites, conference registrations, publication renewal notices, etc. 

What should I do?
Delete the Phishing e-mail. Do not respond. The appropriate action is to just delete the e-mail from your Inbox.

Please remember that the most important rule regarding phishing is: Legitimate companies will not request personal information by e-mail. Consider all such requests as suspicious. 
If you use MS Outlook Configure it to display all e-mail in plain text (On the Tools menu, click Options, and then click Preferences. Click E-mail Options, and then select the Read all standard mail in plain text check box. To include messages signed with a digital signature, select the Read all digitally signed mail in plain text check box.)

Clues to help identify phishing e-mail 
If you receive an e-mail from a web site or company urging you to provide confidential information, such as a password or Social Security number, you might be the target of a phishing scam.

1. Don't trust e-mail headers. 
2. Unofficial "From" address: Look out for a sender's e-mail address. Fraudsters often sign up for free e-mail accounts with company names in them.

3. Urgent action required: Fraudsters often include urgent "calls to action" to try to get you to react immediately. Be wary of e-mails containing phrases like "your account will be closed," "your account has been compromised “or” urgent action required".

4. Generic greeting: Fraudsters often send thousands of phishing e-mails at one time. They may have your e-mail address, but they seldom have your name. Be skeptical of an e-mail sent with a generic greeting such as "Dear Customer" or "Dear Member."

5. Link to a fake web site: To trick you into disclosing your user name and password, fraudsters often include a link to a fake web site that looks like (sometimes exactly like) the sign-in page of a legitimate web site. Don't use the links in an E-mail or instant message to get to any web page if you suspect the message might not be authentic or you don't know the sender. Instead, call the company on the telephone, or log onto the website directly by typing the Web address in your browser. 

6. Avoid filling out forms in e-mail messages that ask for personal financial information. You should only communicate information such as credit card numbers or account information via a secure website or the telephone.

Clues to help identify a phishing website
· Is the company name incorrect? Often the web address of a phishing site looks correct, but actually contains a common misspelling of the company name or a character or symbol before or after the company name. Look out for tricks such as substituting the number "1" for the letter "l" in a web address (for example: www.paypa1.com instead of www.paypal.com). 

· Be careful if you're sent to a web site that first displays a pop-up window asking you to enter your user name and password. Phishing scams may direct you to a legitimate web site, but then use a pop-up to gain your account information. 

In another bulletin we will show an example of a phishing website.

If you receive an unfamiliar yet very targeted e-mail, possibly containing personal or company specific information, you may be confronting a spear phishing attack. If you have any doubt as to the authenticity of the e-mail, verify first before opening.

What is Spear Phishing?
Spear phishing is an extremely dangerous type of spam, usually involving cleverly forged e-mails, targeted at particular users and created to mislead with malicious intent. The “spear” portion of the name is derived from the fact that it is a highly targeted type of phishing. It is a particularly insidious attack, because e-mail messages appear legitimate and are meant to deceive. 

Here are some clues to help you distinguish the differences between what is phishing versus spear phishing:

· Phishing messages are typically addressed to “Account Holder” or “Valued Customer,” 

· Spear phishing attacks are more personal and may mention you by name, job title or contain other specific information that is familiar to you. Attackers deploy a social engineering technique known as “spoofing” to make an e-mail appear to come from a legitimate sender, such as a coworker or someone from a company with whom you regularly do business. 

A spear phishing message’s purpose is to trick you into trusting the e-mail source so that you will open a malicious attachment or click on a dangerous Web link. If a user opens a spear phishing e-mail without verifying it first, malicious software could be deposited on the computer, giving attackers full access to everything on that system and possibly access to your home or corporate network. 

These sophisticated attacks target individuals because of their known association with a program or their role within an enterprise. In the case of spear phishing, the goal of the attacker is to collect sensitive or critical personal or company information and exfiltrate (illegally extract and send) this information out of your company or personal computer and many times out of the country.

What you can do to help identify a spear phishing attack 
Although these attacks can be difficult to spot, there are steps you can take to protect yourself and your corporation. Begin by recognizing the risk posed by spear phishing and make an effort to be observant, even skeptical, while reading your e-mail. Ask yourself, “Is there anything out of the ordinary in my e-mail Inbox?” 
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Figure 1
Example 1: Spoof of an internal corporate e-mail address
Figure 1 highlights an e-mail from what appears to be a company internal employee. Below are questions and actions to help you identify if it is from a legitimate source and steps to help in the verification process:

Ask some simple questions: 

1. 1. Am I expecting an e-mail from this sender; is the e-mail address valid?
Example: I do know a Jason Porter but not very well. Why am I getting an e-mail from him?
2. Are the e-mail and attachments related to current business issues I'm involved in?
Example: I work on the K19 program but don't know anything about a "product summary."
3. Is there anything irregular or unfamiliar about the e-mail? For example, odd wording, slight misspellings, incorrect domain name such as [@wallmart.com].

3a. Example: Why didn't the sender digitally sign ([image: image4.png]


) this e-mail or even encrypt ([image: image5.png]


) it? Presence of one or both of these icons in the Outlook window indicates that an e-mail has been digitally signed and/or encrypted, and greatly increases the likelihood that the e-mail is legitimate. 
3b. Example: Why would I be getting an e-mail at 1:43AM? Maybe it's nothing, but is it out of character for the sender? Has this ever happened before? 

If any of these questions raise a flag, you should verify the legitimacy of the e-mail, especially if there is an attachment or a Web link.

4. If the e-mail appears to be from an internal sender of your company, verify names or e-mail addresses in the Company Address List. Or on your home computer look up the name in your contacts/personal address book and check the e-mail address.
4a. Example: At the top of the Outlook "Inbox" click the icon for the directory.
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Figure 2
4b. Example: Begin typing; Porter, Jason. The directory will automatically display existing names. If you do not find the name, it does not exist.
4c. Example: You notice that there is a Jaysen Porter but spelled differently.
4d. Example: You might also note where Jaysen is located, what company he works for.
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Figure 3
In this example, the difference in the spelling of Jason vs. Jaysen is good evidence that this is not a legitimate e-mail. But let's assume for a moment that you are still not sure.
5. If you have any doubts about the legitimacy of the e-mail, pick up the phone and call who you believe to be the sender to verify before opening.

In this specific example, the best action would be to pick up the phone and call Jaysen directly before opening the e-mail or before opening any attachments or clicking on any links. Ask if he sent you an e-mail with an attachment regarding the K19 program. If no phone number is available, open a new e-mail (do not reply to the existing one) and ask Jaysen the same question. If this e-mail proves to be a fake, it should be reported to your Business IT Team (if you have one) or immediately deleted. It probably represents a spear phishing attack. 

Example 2: Legitimate looking external e-mail address
6. Figure 4 below shows an opened e-mail which appears to have come from a legitimate external company, possibly a partner or a member of a collaborative working group (real names and associations have been removed), but is in fact an example of recent sophisticated e-mail attack targeted on a large corporation. In this example the attachments could have contained malicious code capable of installing a “backdoor” on the employee’s computer, giving the attacker full access to his / her computer as well as possibly the entire company network.

7. This example also illustrates two types of file attachments that could be the sources of the malicious code. The attachments look normal and are in fact just a few of the types of attachments that attackers have used in an attempt to deposit malicious code onto computers. (We may address the security topic “E-mail Attachment Security” in a future article.) 

7a. Microsoft Access (.mdb) 
7b. Compressed archive (.rar) attachments 
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Figure 4
8. The content of the e-mail is convincing enough to appear legitimate, especially to someone who has received e-mail from this group in the past. Even when you are familiar with the sender, unexpected or unsolicited e-mails with attachments or Web links must be treated with suspicion. In this case, the sender is not who he/she appears to be. 

If the e-mail appears to be from an external sender and contains attachments, or if any aspect of the e-mail arouses suspicion, it is imperative that you contact the sender to verify that they sent the e-mail in question prior to opening any attachments or clicking on any links. This can be done through a phone call directly to the sender. DO NOT reply to the suspicious e-mail. Attackers will likely receive your reply. 

Bottom Line: Keep a healthy suspicion of all incoming e-mail, verify first directly with the sender before opening anything out of the ordinary.
I make every effort to stay informed so you can be informed. If you learn of or hear about some safe and secure worthy story or threat please send what information or article you have and I will try to address it or put it in the bulletin after I authenticate the source.

If you have any questions about classes or seminars on security, safety, personal protection, self-defense or firearms training feel free to call me.

Bob Seavey

(C) 321-591-8386

(H) 303-567-4121
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