Bulletin #09 September 2006

Safe & Secure
the Saddleback Mountain Neighborhood Watch Bulletin

“Awareness and Knowledge are the First Steps to Safe and Secure Living and Action is the Last.”

This bulletin was instituted by the Saddleback Mountain Neighborhood Watch (SMNW) and is dedicated to keeping those of our community safe and crime free. Bob Seavey is the SMNW captain and author/editor. Note: Blue underlined text is hyperlinked to the associated website. Place your cursor on it and left click or control + click to open the link. 
There are always new scams that the criminal mind is coming up with to steal from you. It may be your money or your identity which can take away the way of life that you are used to. The government and credit card companies are working to reduce this threat but it, like terrorism, is never ending. As I always say first be aware then be informed and then be prepared. This is the first bulletin of this kind in a series that I will run from time to time. These particular bulletins will have a select set of scams and frauds that they will address.
Latest Scams #1
Note the following  information was taken from the Federal Citizen Information Center.  
Computers

1. Phishing Scam Called Pharming 
What is Phishing you might ask, well per the National Consumers League or NCL, Phishing is when ID thieves trick people into providing their social security numbers, financial account numbers, PIN numbers, mothers’ maiden names, and other personal information.
One of the latest scams is in the newest form of phishing, called “pharming,” a virus or malicious program secretly planted in a consumer’s computer hijacks the computer’s Web browser. When a consumer unknowingly types in the address of a legitimate web site, they’re taken to a fake version of the site without realizing it. Any personal information provided at the phony site, such as passwords or account numbers, can be stolen and fraudulently used.

This scam can look like it is coming from you internet provider, from some online account like Amazon.com, one of your credit card companies, your bank, or even a government agency. Remember that these organizations will never ask you for private information like your password and ID or social security number unsolicited. They already have the information they need, that is how you got their service provided in the first place. If you question what you are being asked for don’t give it. Call the institution on a number that you have (not from one that comes up on your computer) and check to see what is going on. If the site you normally go to comes up and then flashes off and comes back up check the web address or URL on your web browser to see if it has taken you to another location. They may even pretend that the website has been updated. The normal home address shouldn’t have changed without the institution first mailing you or e-mailing you that the change is going to take place or giving you an online notice of the pending change.
NCL has released new advice for consumers about avoiding becoming a phishing victim. Sample tips from the site include:

· Don’t click on links within emails that ask for your personal information. 

· Never enter your personal information in a pop-up screen. 
· Protect your computer with spam filters, anti-virus and anti-spyware software, and a firewall, and keep them up to date. 
In addition to the new phishing tips, NCL offers a wealth of information about other forms of online and telemarketing scams at www.fraud.org. 

Many of the better internet service providers (ISP’s) now provide these protective computer software programs free. When they do use them religiously, don’t even stop them from being updated as new threats occur daily. Don’t inhibit them unless it is absolutely necessary for you to perform some critical operation for a short period of time. I personally have all of my own preferred security and internets protection software that I let update automatically.

2. GSA Alerts Public to Recent E-mail Scheme 

The U.S. General Services Administration is warning the public to avoid falling victim to a recent e-mail scheme that targets users by sending unsolicited e-mails allegedly from FirstGov, the citizen portal operated by GSA. These scam e-mails tell recipients that because of recent fraudulent activities on Money Access Online they need to confirm their account has not been stolen or hacked. The e-mails then direct recipients to click on a link and enter information related to personal credit card accounts. The e-mail appears to be sent from this following fraudulent e-mail address: MONEY ACCESS SERVICE (fraud@firstgov.gov). There may be other similarly styled addresses. The text of the e-mail includes 'Dear Money Access Customer' and asks for certain private personal and private financial data, but recipients shouldn’t provide this information. 

Money
1. Look Before You Leave: Don't Be Misled By Early Retirement Investment Pitches That Promise Too Much 

Early retirement is an alluring prospect. When faced with a pitch that promises that you can cash in your company retirement savings in your 50s, reinvest the money, and live comfortably off the proceeds for the rest of your life, many simply can't say no. But usually they should. Be skeptical about early retirement investment claims they may be misleading and outright wrong. Know the IRS rules and restrictions. What does the IRS say?    Read more...
2. 'Dash' Gov Sites Part of Ploy to Dash Off With Your Money 

Be wary of any stock pitch that ends with the salesperson sending you to a 'government' regulator's website. There's a good chance it's a scam. NASD has received calls and investor complaints from international investors who have been sent to an 'official' site that turns out to be phony. The latest twist involves sites that use '-gov.us' in the web address to resemble the '.gov.xx' designation -- where 'xx' is a 2-letter country code -- that official government websites outside the U.S. typically use.  

Here are at least 4 sites that use the ‘.gov.xx’ scam:

· Central Registry Regulators. The site claims the organization "administers and enforces the federal securities laws in order to protect investors and to maintain fair, honest, and efficient markets." 

· National Mergers and Acquisitions Board, which claims "to oversee, administer and enforce the federal securities laws relating to corporate Mergers and Acquisitions (M & A)." 

· Board of Commissioners of Mergers & Acquisitions, which also claims, in exactly the same language as the site above, "to oversee, administer and enforce the federal securities laws relating to corporate Mergers and Acquisitions (M & A)." 

Read more...
I hope you find this new series of bulletins useful. If so let me know and from time to time I will give you some of the latest scams and frauds. I will continue to write on subjects that pertain to our mountain way of life and our community but these other subjects affect us because they invade our community through more indirect ways.
If you have any questions about classes or seminars on security, safety, personal protection, self-defense or firearms training feel free to call me.
Bob Seavey

(C) 321-591-8386

(H) 303-567-4121

If you have a subject that is associated with safety, security, or crime prevention that you would like addressed or that you have materials you would like to have considered for the bulletin please send them to me or call me. Thanks! 
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