Bulletin #10 October 2007

Safe & Secure
the Saddleback Mountain Neighborhood Watch Bulletin

“Awareness and Knowledge are the First Steps to Safe and Secure Living and Action is the Last.”

This bulletin was instituted by the Saddleback Mountain Neighborhood Watch (SMNW) and is dedicated to keeping those of our community safe and crime free. Bob Seavey is the SMNW captain and author/editor. Note: Blue underlined text is hyperlinked to the associated website. Place your cursor on it and left click or control + click to open the link. 
Last month we talked about Bluetooth technology. Well that goes hand in hand with cellular phone technology. Kathleen Gaubatz the Director of the Clear Creek County Office of Emergency Management sent me the second attached .pdf (Adobe Reader) file entitled: 
Guard Your Cell phone
Thanks Kathleen! Sorry it took so long to get this out.
To those of you who don’t Adobe Reader it can be downloaded by clicking on the following hyperlink Adobe Reader 8 

I’m not sure how old some of the information is in this article but looking online some of it is relatively fresh. 
Cellular security has seen improvements with the advent of the digital cell phone and subsequent encryption software. With this being said it also means added risks of even more data being stolen and malware being downloaded and attacking your phone . 
The Blackberry phone is an example of where you can get just about everything you would want and major corporations use them because of the security features/ software they have. They are not flawless and did have a denial of service (DoS) back in 2006. 
The new iPhone™ on the other hand with all its feathers is an IT security headache that large corporations will not embrace unless they are properly addressed the major issues. Quoting an excerpt from an article in eWeek.com: Andrew Storms, director of security operations at network security firm nCircle, who called the iPhone a "security nightmare" in a recent post, has gone so far as to post a list of security-related questions that he wants Apple to address in a public forum before organizations "reel this new gadget into" their security policies. To wit: 
· Is data encrypted while in transit?

· Is data encrypted on the device? 

· Is data encrypted on removable memory? 

· Is data removed if the device hasn't checked in centrally, hasn't received a policy update within a time window or if battery power is too low? 

· Is there S/MIME support? 

· Is there PGP support? 

· Are there electromagnetic analysis countermeasures? 

· Are there DRM applications (ability to read, but not forward data)? 

·  Is there user authentication by means of password, passphrase or smart card? 

· Does the device automatically lock and require authentication to unlock? 

· Are the encryption keys stored on the devices, and are they also encrypted? 

· Do the network devices have firewalls? 

· Are the network interfaces disabled by default, and does the user have the ability to disable at will? 

· Is there the ability to remotely lock and disable the device? 

· Is there the ability to remotely wipe and back up data? 

· Is there the ability to centrally develop and enforce policy settings? 

· Is there centralized reporting of all device events—calls made, data transferred and usage statistics? 

· Gartner plans to recommend that businesses don't allow iPhones to come onto their premises. 

Not that the iPhone is as potent a potential threat as a PC, Dulaney said. All phones have a security 

End of eWeek.com quote. 
Again I hope you enjoy the attached Adobe reader file (.pdf) and one more time 

Thanks Kathleen!

I make every effort to stay informed so you can be informed. If you learn of or hear about some safe and secure worthy story or threat please send what information or article you have and I will try to address it or put it in the bulletin after I authenticate the source.

If you have any questions about classes or seminars on security, safety, personal protection, self-defense or firearms training feel free to call me.

Bob Seavey

(C) 321-591-8386

(H) 303-567-4121

If you have a subject that is associated with safety, security, or crime prevention that you would like addressed or that you have materials you would like to have considered for the bulletin please send them to me or call me. Thanks! 









PAGE  
2

